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Abstract — Cybercrime activity has been growing over the
years and there is no evidence that this tendency will stop in the
near future, hence it raises the obligation of the organization’s
cybersecurity team to strengthen the cybersecurity, to avoid
irreversible damages. The use of public blacklists is one strategy
to monitor the organization’s network to detect suspicious
communications, however, the use of public blacklist generates a
high percentage of false positives alerts. This paper describes a
solution that gathers external information about malicious IP,
reported by public blacklists, and organization’s internal
information regarding security incidents, to calculate reputation
scores for external IP and public IP blacklists. The reputation
score is used by the SIEM rules to select the type of alert for each
IP address to monitor. The objective is to decrease the rate of
false positives alerts that are usually generated when using public
blacklists. The trustworthiness score will aid the SOC team to
select the public blacklists that can be more suitable for the
organization cyber context. The presented solution is aimed at
enhancing the SIEM’s coverage on cybercrime activity over the
organization’s network. Preliminary results of an application on
a worldwide company are presented.
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I. INTRODUCTION
The cybercrime activity has been drastically raising over
the past few years. The number of ransomware attacks
increased 300% in 2016, in relation to the previous year [9]. As
for bot activity, Symantec observed an increase of 6.7 million
hosts in 2016 [8].
Due to this increase, any Security Operations Center (SOC)
team must reinforce the cybersecurity efforts to ensure a secure
network in the organization and the safety of the assets that
communicate over it. One method to detect illegal activity in
the network is the continuous monitoring of the network,
however, this requires knowledge about the current cyberthreats and vigilance of the organization’s communications.
Threat Intelligence (TI) [2] is the process of extracting
information about cyberthreats from diverse sources, internal
and external to the organization. The Internet cyber security
information sources can provide reliable indicators about
cyberthreats and constitute external sources, as for instance,
public blacklists. These are lists created by communities or
organization entities, which reports IP addresses that are
suspicious of illegal activity. Some of these lists also provide
additional information about the IP addresses, such as the

number of confirmed attacks, the type of cybercrime or the last
time they were reported. Although the use of public blacklists
reinforces the cybersecurity by monitoring the organization
network communication, these blacklists provide a significant
percentage of false positives [5-7]. The security events
collected by the organization provide knowledge about its
security status, therefore, constitute an internal source
supporting the identification of vulnerabilities that can be
exploited.
The platform Security Information and Event Management
(SIEM) aggregates all the information about cybersecurity
events from various and different type of sources, normalizes
it, enriches it and sends it to a centralized management console.
The effectiveness of the cybersecurity incident response team
on the cybercrime activities depends on the capability of the
SIEM to produce detailed and contextualized alarms for real
threats.
The solution here presented aims at providing information
to the SIEM system, from internal and external sources, thus
improving the alarmistic of the SIEM and contributing to the
effectiveness of the SOC team when responding to security
incidents. We envisage enhancing the security of the
organization and improving the combat against the cybercrime.
To achieve that, we will integrate the TI process into the SIEM
system and do a trustworthiness reevaluation of the external
information considering the analysis of security incidents from
the SOC team. The TI integration, the continuous reevaluation
of the reputation of IP addresses threats, and the evaluation of
the trustworthiness of several public blacklists will aid the SOC
team to have a finer detection on the cybercrimes that can
occur within the organization’s network.
II. SOLUTION OVERVIEW: TRUSTWORTHY BLACKLISTS
Our solution has four independent modules, combined into
a framework to collect IP addresses that are suspicious of
cybercrime from a set of public blacklists, assesses those IP
addresses as well as the public blacklists and, monitors the
organization’s network, alerting the SOC team when there is
communication with one of the suspicious IP addresses.
The first module, the collector, has the purpose of
collecting suspicious IP addresses from a set of blacklists. The
program uses the concept of open-source intelligence (OSINT)
[4] to search through a set of previously defined public
blacklists and gather the reported IP addresses. After the
collection, normalization and standardization of the IP
addresses, all the collected information is saved and passed on
to the next module.

The assessment module consists with a set of equations to
evaluate the reputation of criminal threat of the suspicious IP
addresses and the trustworthiness of the blacklists. The
reputation value of an IP address depends on four components.
Each component evaluates the IP address with external and
internal information, regarding 1) the number of public
blacklists that reported the IP address, 2) the presence of the IP
address of the last three months, 3) the trustworthiness of the
public blacklists that reported the IP address as suspicious of
illegal activity, and 4) the precision of the IP address, regarding
if is associated with true or false positive cases of the
organization. The precision value is the number of true positive
cases, divided by the total number of cases that the IP address
is associated to. The trustworthiness value of a blacklist is
composed by two components: precision and history. The
precision is computed as the one of the IP addresses. The
history sums the trustworthiness value of the blacklists over the
last three months, with a weight associated for each month.
The next module, Trustworthy Assessment Blacklists
Interface (TABI), is a web interface management console,
allowing the SOC team to manage the blacklists, add and
associate incident cases with IP addresses. Finally, the web
interface console also illustrates security metrics regarding the
performance of each blacklist over time.
The last module, SIEM rules, contains a set of rules that
selects the suspicious IP addresses to be monitored in a SIEM
system considering their reputation scores. The IP addresses
with a higher reputation will only require one communication
between the organization and the suspicious IP address to
trigger an alert, while the IP addresses with a low reputation
will require a bigger number of communications to activate an
alert. The aim is that these rules will reduce the false positive
alerts.

By maintaining the IP addresses that were continuously
reported by the blacklists and that were associated with positive
cases (precision), the solution improved the number of true
positive cases and led to an increase of 2,57% in precision,
when comparing with a list used by the SOC, which includes
public and private/paid blacklists.
The persistence and the precision components are the main
factors of the solution’s good results, due to its consideration of
the internal information of the incidents operations by the SOC
team to classify, maintain or discard an IP address. Our
solution can support the SOC team to focus on the real
cybercrimes that are targeting the organization, by reducing
false positives.
The next step of our work is the categorization of IP
addresses by types of threats (e.g. ransomware, phishing,
trojans), which are associated with different cybercrimes, and
use it for the IP assessment. The use of this new component
will prioritize the IP addresses related with threats that the
organization considers more dangerous. The solution will also
correlate the threats with the security incidents cases to alert
the SOC team about the cybercrimes targeting the organization.
This way, the SOC team can have a better view of threats and
allocate their efforts to protect the organization’s network
against these cybercrimes.
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